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Abstract
The aim of this paper is to highlight the importance of ISIL recruiter influence on Australian Muslim
identity through social media. McCall and Simmons’ “Mechanisms of Legitimation” (MoL) framework
will be applied to fifty online ISIL-inspired exchanges and postings through five Australian Muslim
case studies. Using Critical Discourse Analysis (CDA), the mechanisms in each case study will be
analysed in order to develop better understandings of how ISIL-inspired outputs provide examples
of both identity legitimation and ISIL recruiter influence.
Keywords: ISIL, Radicalisation, Identity, Social Media, Australian Muslims, Mechanisms of
Legitimation

Setting the Scene: Australian Muslims, ISIL and the Role of Psychology
Since September 11, 2001 (9/11), there has been an increase in scholars seeking to understand
why individuals will risk their lives and freedom to engage in terrorist acts (Kilcullen 2015; Stern and
Berger 2015). Of growing concern are the increasing instances of homegrown terrorism appearing
in Western countries (Malet, 2014; Vidino, 2009). In particular, Australia has witnessed a significant
increase in young Australian Muslims involved in homegrown terrorism since the rise of the ISIL
(Zammit, 2017). Among other factors, scholars have associated this with issues of identity and
belonging (Dawson, 2018; Ingram, 2017; Yusoufzai and Emmerling, 2017), which is linked to the
complex construction of Muslim identities in Western states and the multiple factors that can lead
to radicalisation (Abdel-Fattah, 2017; Kabir, 2013; Rane, Ewart and Abdallah, 2010). Therefore,
the objectives of this paper are to explore how young Australian Muslim men inspired by ISIL view
themselves; how they believe they are viewed by others; and how negative discourses on Islam can
affect their identity construction. This objective is significant because, to date, there is a paucity of
research that examines radicalisation from the perspective of the ‘recruited’.
These personal perspectives help to lay the foundations of understanding how terrorist groups utilise
identity constructs in their propaganda to recruit Western foreign fighters (Farwell, 2014; Ingram,
2017; Pelletier, et al., 2016). For groups like ISIL, social media is a vital tool for constructing identity
frames in order to recruit Muslim sympathisers from Western countries (Amarasingam and Dawson,
2017; Wesphal, 2017). Therefore, exploring the themes of young Australian Muslim identity and ISIL
recruitment together form the second objective of this paper, which is two-fold: firstly, to highlight
the importance of ISIL recruiter influence in shaping the identity of young Australian Muslim men
on social media; and secondly, to develop a better understanding on how ISIL-inspired exchanges
and postings by young Australian Muslim men provide examples of ISIL recruiter influence.
Scholars have also highlighted the important role that psychology continues to play in understanding
terrorism and the need for greater application in the field (Horgan, 2004; Lynch, 2018; Taylor,
Roach and Pease, 2015). Due to the interdisciplinary nature of identity studies, the final objective
of this paper is to apply a psychological framework to understand ISIL’s role in influencing the
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identity of young Australian Muslim men. Therefore, this paper, utilised George McCall and Jerry
Simmons’ Mechanisms of Legitimation (MoL; 1978) framework to unpack ISIL-inspired exchanges
and postings by young Australian Muslim men on social media to understand how MoL may assist
in explaining ISIL’s recruiter influence. [1]

Identity Theory, Australian Muslims and ISIL Recruitment
Identity theorists Jan Stets and Peter Burke (2009, p.3) define identity as a “set of meanings” that
define an individual as having a “particular role in society”, “being part of a particular group”,
or claiming particular “unique characteristics”. In many ways, identity is deeply intertwined with
terrorism, radicalisation and Islamism, which provides a foundation for these processes and actions.
However, the role of identity in the path to terrorism is rarely straightforward (Taylor and Louis,
2004; Yusoufzai and Emmerling, 2017). To narrow the scope of research, this literature overview will
briefly discuss the four bases of identity, how this relates to the social structure of Muslim identity,
and how ISIL uses identity in their recruitment strategy.

Identity Theory from a Psychological Perspective
Identity theory seeks to explain the meanings of identities and how they influence behaviour,
thoughts, emotions, and society as a whole (Stets and Burke, 2010). There are four main identity
categories addressed by the mainstream identity literature. At the base level, “personal identity”
is what makes every individual unique (Stets and Burke, 2010, p.125). Michael Hogg (2006, p.115)
describes personal identity as the “idiosyncratic personality attributes or meanings that are not
shared with other people”. Unlike other identity bases, personal identity is constantly activated
as an “identity standard” for other social interactions (Stets and Burke 2010, p.125). In this case,
an individual may apply their identity meanings of being “moral” and “brave” to the role identity
of a terrorist. Pioneered by McCall and Simmons (1978, p.92), “role identity” can be defined as
internalised meanings and societal expectations of a role that guide an individual’s attitudes and
behaviour. The role of a terrorist, for example, may require an individual to carry out attacks and
inspire others.
Since role identities are relational, individuals tend to interact with each other in a way that has been
discussed in the literature on “social identity” (Stets and Burke, 2010, p.128). Social psychologists
Henri Tajfel and John Turner (1979) developed Social Identity Theory (SIT) in order to understand
how identity is intertwined with group membership. Through “categorisation”, “identification”
and “comparison”, Tajfel and Turner’s (1979, p.33-37) work has provided a useful framework for
understanding identity within “in-group and “out-group” behaviours. SIT has also been highlighted
as a theory best suited to analysing “how social cognitive behaviours are associated with group
membership” (Hogg and Terry, 2000, p.121). As a result, terrorism scholars have employed SIT
in order to better understand how individuals come to identify with terrorist groups (Al Raffie,
2013; Kfir, 2015). In turn, social identity is closely related to the theory of collective identity (Stets
and Burke, 2010). Collective identity can be described as “the self” in action, working together
on shared goals and plans which in turn creates a shared sense of identity (Melucci, 1995, p.41).
Collective identities are especially applicable to social and political movements, including terrorism
(Stets and Burke, 2010). For example, ISIL slogans such as “This is our Call of Duty” and “We are all
ISIS” regularly highlight the themes of collective identity and duty (Speckhard 2015, p.4, 23). The

[1] Due to contestations surrounding what deems an individual radicalised, this project has opted to use the term ‘ISIL-inspired’.
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application of these theories to young Australian Muslims and their complex identity construction
will be explored further below.

Australian Muslim Identity
Two centuries of Muslim immigration to Australia has created a plethora of multi-ethnicities and
associations which has generated interest in how Australian Muslims view their own identity. Many
Australian Muslim leaders have suggested that Islam is “malleable and adaptable to Australian
culture” (Sohrabi and Farquharson, 2016, p.398). Indeed, participation in Australian sporting,
cultural and economic activities has highlighted how many Muslims identify strongly with their
Australian citizenship (Voloder, 2015). In this regard, it is not surprising that Australian Muslims are
“sensitive and responsive” to public concerns about Islam (Sohrabi and Farquharson,2016, p.398).
Some research has highlighted that Australian Muslims feel labelled as a “suspect community”
which has created feelings of guilt and increased anxiety (Cherney and Murphy, 2016, p.481).
In response to negative discourses, a great deal of literature has described Australian Muslim identity
as diverse and peaceful (Akbarzadeh and Saeed, 2001; Kabir, 2011). Through multiple interviews,
Nahid Kabir (2011) has explained the positive ways that Australian Muslims integrate Australian
culture into their Islamic way of life. Many of these methods, such as sporting and education, have
emphasised the compatibility of Australian and Muslim identities (Kabir, 2011). In addition, Rachel
Woodlock’s (2011) study of two-hundred Australian Muslims and their perception of identity found
that the sample valued both their Australian and Muslim identity. This in turn relates to the body
of literature addressing misconceptions of Islam in Australian society. Scholars have highlighted
Australia’s tendency to take a ‘broad-sweep approach’ to Muslims by categorising Islam as a single
monolithic identity (Akbarzadeh and Saeed, 2001; Mitha, Adatia and Jaspal, 2017). Part of this has
been the ‘othering’ of Muslim identity within Australian mainstream media in order to promote a
more homogenised view (Aly, 2007; Hopkins, 2011). Douglas Pratt and Rachel Woodlock (2016,
p.146) explain that categorising the ‘other’ threatens to produce “two tiers of Australian identity”,
where the first tier are considered “true Australians” and second tier can only achieve “official status”
if they assimilate. Contrastingly, Gary Bouma (2016, p.201) advocates that Australia’s multicultural
policy has “avoided” the “othering” of Australian Muslims and is a “successful multicultural and
multi-faith society”. For Bouma, a policy of social inclusion and mutual respect has promoted
Muslim communities and reduced inter-group conflict (Bouma, 2015, p.201). As described below, it
is through these negative discourses of Australian Muslims that ISIL’s recruitment strategy benefits.

ISIL’s Recruitment Strategy
Elements of organisation, ideology, and technology encompass ISIL’s recruitment strategy. The
organisation of ISIL’s propaganda has been highlighted as a major factor in their recruitment
strategy (Ingram, 2015; Klausen, 2015; Pelletier, et al., 2016). Haroro Ingram (2015) notes that
ISIL’s information operations rely on a mixture of pragmatic and perceptual factors for message
effectiveness. Behind this strategic logic, Ingram (2015) highlights that security and social identity
factors aid the effective messaging structure for building followings. Similarly, Laura Pelletier
et al. (2016) describe the specific tactics ISIL employs when constructing messages to achieve
strategic objectives. These include highlighting historical roots, aligning actions with Islamic law,
and utilising catalysts to construct messages (Pelletier, et al., 2016). Scholars have also cited the
ideological elements of ISIL’s recruitment strategy (Bunzel, 2015). Through political rhetoric that
mixes ideological goals with ancient Islamic texts, ISIL attempts to glorify war against apostates
and hail fighters as soldiers of Islam (Haykel, 2016). If foreign fighters cannot immigrate, ISIL has
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also encouraged Muslims to wage war behind enemy lines (Malet 2014). This all-encompassing
recruitment ideology has seen ISIL promote a leaderless resistance of self-sufficient terrorism,
limiting central leadership to an ideological role (Malet, 2014).
By attracting over 40,000 foreign fighters through social media propaganda, many academics have
proclaimed ISIL to be agents of technological change (Farwell, 2014; Siboni, Cohen and Koren,
2015). ISIL’s social media videos incorporate violent propaganda, slick production techniques
and a simple narrative to attract young Muslims to identify with their cause (Friis, 2015; Winter,
2016). In this social media environment, individuals facilitate jihad by personalising and publishing
experiences which leaves an online template for others (Hoskins, Akil, and O’Loughlin, 2009). Charlie
Winter (2016, p.15) describes this process as the “symbiosis between the propagandist and the
propagandee” whereby users disseminate material across public and private spheres. In particular,
the literature has described ISIL’s use of Twitter as the ‘multiplatform zeitgeist’ of terrorist activism
(Klausen, 2015). Through the form of ‘Tweets’, [2] messages can reach a plethora of individuals with
cross-links to other platforms through embedded URLs (Stern and Berger, 2015). Applications such
as ‘The Dawn of Glad Tidings’ have been analysed by researchers for their ability to create cells of
belonging through ISIL updates, interactions and propaganda (Saltman and Winter, 2014).

Seven Mechanisms of Legitimation
For those who fall victim to ISIL’s recruitment techniques, it is important that their new identity is
accepted in their social environment. Stets and Burke (2010, p.69) refer to this process as “identityverification”, whereby an individual’s actions correspond to the identity they have prescribed for
themselves. In the case of ISIL, an individual may receive support from the terrorist group, though
others may not support this new identity. It is under these conditions that individuals seek to justify
their new identity (Stets and Burke 2010, p.43). Known as the “Mechanisms of Legitimation”, McCall
and Simmons (1978, p.92) outline seven negative emotions or “mechanisms” that individuals may
employ to legitimize their new role identity if necessary. The first mechanism is Short-Term Credit
(1), which refers to how a new identity is temporarily accepted by others because of the individual’s
previous successful identities in that group (McCall and Simmons, 1978, p.92). Stets and Burke
(2010, p.43) explain that individuals in this instance will draw upon a “line of credit” they have
developed from previous identities to “ride out” an unsuccessful new role identity. In regards to
terrorism, an individual inspired by ISIL may convince his peers to accept his new identity as they
are his friends.
The second mechanism is Selective Perception (2) which refers to individuals only “attending to
cues that they think support an identity of theirs” and avoiding all others (Stets and Burke, 2010,
p.44). Using the above example, the ISIL-inspired individual may attend to his friend’s positive nonverbal cues such as laughing and smiling but ignore verbal cues that reject his ISIL identity. Closely
linked is the mechanism of Selective Interpretation (3) which refers to individuals interpreting cues
as supportive when they are not (McCall and Simmons, 1978, p.92). In the case of the ISIL-inspired
individual, he may interpret his friends’ negative verbal cues that reject his new identity as sarcasm
rather than honesty. Other mechanisms to justify one’s identity may be Blaming Others (4) for not
supporting an identity (McCall and Simmons, 1978, p.92). Here, the ISIL-inspired individual may
criticise his friends for not supporting him in his new identity. Further, an individual may Disavow
(5) a new identity as an unintended performance (McCall and Simmons, 1978, p.92). An ISILinspired individual may explain to his friends that he instead identifies with some of the ideologies
of the group rather than identifying as a sympathiser. An individual may also Switch Identities (6)
[2] A post made on the social media platform Twitter.
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or Withdraw (7) from social interaction to avoid a new identity being threatened (Stets and Burke
2010, p.44).
This Mechanisms of Legitimisation (MoL) framework was selected as it allowed exploration into
the relationship between identity and ISIL recruitment. Various scholars have highlighted MoL as
a useful lens for understanding various aspects of identity (Stets and Burke, 2010; Stryker, 1994;
Swann, 1990). Stets and Burke (2010, p.45) described McCall and Simmons’ (1978) framework as
providing identity researchers with a “theoretically rich and fruitful way of understanding the self
and other interactions”. The process of legitimation is well covered by terrorism scholars (Crenshaw
1983; Gilley 2012; Sprinzak 1991). However, little research has applied MoL to terrorism studies.
Focusing on radicalisation and the media, Andrew Hoskings, Akil Awan and Ben O’Loughlin (2011)
discuss how the Global Jihadist movement has employed MoL to propound their ideology and
narrative. From a different perspective, Raimondo Catanzaro (1991) discusses how the ‘Red Brigades’
used self-legitimisation mechanisms to justify left-wing terrorism. Although the MoL framework has
seldom been applied to terror studies, other fields such as psychology and economics have used
this theory extensively (Burke, 2001; 2006; Silveira, et al., 2015). Therefore, this paper aims to fill
the gap in terror research by applying a psychologically-rooted version of MoL in an attempt to
understand the role of ISIL in shaping the identity of ISIL-inspired Australian Muslim men on social
media. The next section will discuss the methodological approach to interpreting MoL through the
use of case studies and Critical Discourse Analysis (CDA).

Interpreting ISIL-Inspired Social Media: MoL, Case Studies and Critical Discourse Analysis
This study applied the MoL framework to five case studies of ISIL-inspired Australian Muslim men
and their social media activity. Using Critical Discourse Analysis (CDA) as an analytical technique
to interpret social media posts into the MoL framework, researchers attempted to understand the
role of ISIL in shaping the identity of young Australian Muslim men on social media. Below is a
breakdown of the participants, procedures, measures and analyses used in this study.

Participants
Although not all cases of radicalisation involve young adults, the majority of reported cases appear
to be so, with a trend towards even younger ages (Bekker, 2009; Dawson, 2018). Young Australian
Muslim men were chosen for analysis because they are arguably a prime target of ISIL’s social media
strategy and therefore likely to represent examples of identity (Harris-Hogan, 2017; Zammit, 2017).
Despite growing figures of women radicalising, the data available on Australian Muslim women and
their radicalisation remains small, making it hard to determine whether there are gender-specific
interpretive links (Dawson, 2018). Therefore, the study sample comprised of five cases studies
involving young Australian Muslim men as they provide the best publicly available examples of ISILinspired social media activity. Below is a brief overview of each case study:
Neil Prakash is a 26-year-old Australian Muslim from Victoria and ISIL recruiter. Prakash
reportedly converted from Buddhism to Islam in 2012 and then travelled to ISIL-controlled
territory via Malaysia in 2013 (LeGrand, 2016). Since 2014, Prakash’s social media activity
has grown with countless ISIL-inspired posting and exchanges under various pseudonyms.
He has appeared in many ISIL propaganda videos and provided an important link for
ISIL’s recruitment of Australian Muslims. Prakash was arrested in November 2016 and
remains imprisoned in Turkey (Counter Extremism Project, 2018).
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Khaled Sharrouf is a 36-year-old Australian Muslim from New South Wales with a history
of terrorist involvement. First imprisoned by Operation Pendennis in 2004 (Welch and
Dredge, 2017), Sharrouf was again arrested in 2005 for terrorist-related offences and was
involved in the planning of 2012 Sydney anti-Islam film protests. Despite being subject
to a travel ban, he travelled to ISIL-controlled territory in 2013. Sharrouf rose to global
prominence in 2014 after disseminating a picture of himself and his seven- year-old son
holding the heads of ISIL victims (Welch and Dredge, 2017). He was falsely reported killed
in a July 2015 and eulogised on social media by Australian ISIL recruiter Neil Prakash
(Counter Extremism Project, 2018).
Jake Bilardi was an 18-year-old Australian Muslim from Victoria who converted to Islam
in 2013 following his mother’s death (Bachelard, Burke and Spooner, 2015). In 2014, he
expressed sympathy for Osama bin Laden on Facebook and travelled to ISIL-controlled
territory the same year. Bilardi’s social media exchanges came to prominence in 2015 in
his manifesto blog From Melbourne to Ramadi: My Journey (2015) (Bachelard, Burke and
Spooner, 2015). He died in March 2015 from a suicide attack in Ramadi, Iraq. ISIL has
been using his death as recruitment propaganda (Safi, 2015).
Abdullah Elmir was a 17-year-old Australian Muslim from New South Wales who travelled
to ISIL-controlled territory in June 2014 (Welch, 2014). Elmir was featured in ISIL
propaganda videos from October 2014, coming to prominence by threatening political
leaders such as Tony Abbott and Barack Obama (King, 2015). In 2015, he utilised Twitter
and Facebook extensively to post ISIL-inspired messages. It is suspected Elmir was killed
by air strikes in late 2015 (Tran and Quinn, 2015).
Numan Haider was an 18-year-old Australian Muslim from Victoria who, on September
23, 2014, stabbed two police officers while holding an ISIL flag before being shot and
killed in suburban Melbourne (Neubauer and Loyd, 2014). Despite apparently not
holding extremist views for most of his youth, his social media posts had indicated he
had become radicalised and increasingly frustrated by injustices in the Middle East and
his perceived hounding at the hands of policing and intelligence services (Roose, 2016).

Procedures
This study analysed fifty ISIL-inspired exchanges and postings by five young Australian Muslim men
(described above) on social media from 2014 - 2017. This time period was selected because it is
when ISIL-inspired exchanges and postings by young Australian Muslim men have arguably been
most prominent (Ingram, 2017; Pelletier, et al., 2016; Zammit, 2017). Captured data was retrieved
by analysing dormant social media postings and exchanges from publicly available online sources.
Each output was collected in its entirety and selected quotes from each output were analysed
verbatim. Captured data represented any combination of videos, images or text from any social
media platform. All output types were evenly analysed. However, images were focussed on less in
this analysis as they provided less opportunity for analysis when compared with other output types.
For example, a common theme among images in the study sample was the re-tweeting of ISIL
propaganda in the form of images, which provides little insight into MoL or cases studies. Lastly,
the collected data from each case study was then qualitatively analysed using Critical Discourse
Analysis (CDA) for evidence of McCall and Simmons’ MoL framework (1978, cited in Stets and
Burke, 2010) in order to explore the influence of ISIL recruitment in shaping the identity of young
Australian Muslim men on social media.
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The researchers encountered the following ethical considerations when carrying out the study.
Firstly, there was the physical risk to researchers gathering primary data from highly dangerous
and violent individuals through traditional methods such as interviews. Therefore, the secondary
analysis of social media accounts was chosen, as it avoids any immediate risks to researchers.
Secondly, there was the risk of psychological distress for the individual participants in this study
and their families by analysing the social media activity of deceased individuals. Associated with
this was the potential to raise suspicion from law enforcement or intelligence services regarding
accessing the social media of convicted terrorists. To counter these problems, researchers collected
only social media postings and exchanges from publicly available online sources that had already
been viewed, interpreted and associated with each case study by the public, thus minimising the
risk. Further, the collected data in this project may provide impartial accounts of social media
exchanges and postings as opposed to media reports which can distort events and provide biased
accounts of political situations.

Measures
The framework for this study were the seven negative emotion mechanisms used by young
Australian Muslim men to legitimise their new ISIL-inspired identities. This construct was measured
using McCall and Simmons’ (1978) Mechanisms of Legitimation framework. There were fifty outputs
drawn from social media platforms such as Facebook, Twitter and YouTube, and they were analysed
using this measure across five cases studies. Table 1 below provides a definition of each mechanism.

Table 1 Mechanisms of Legitimation and their associated definitions (McCall and Simmons, 1978,
cited in Stets and Burke, 2010, pp.43-44).

Analyses
Critical Discourse Analysis (CDA) was the analytical technique employed for interpreting data in this
study. Cynthia Hardy, Bill Harley and Nelson Phillips (2004, p.19), describe this type of analysis as a
“methodology for analysing social phenomena that is qualitative, interpretive, and constructionist”.
Contemporary Voices, Volume 1, Issue 2 - April 2019

8

Similarly, Norman Fairclough (2013) describes that CDA can be used to interpret and focus on the
complex layers of social relations, such as connections between individuals, events and objects.
CDA can also be used to assess a range of materials such as articles, books, periodicals and other
sources to inform analysis (Gerring, 2007; Fairclough, 2013). In this project, CDA was utilised to
explore exchanges between individual Australian Muslims and ISIL in order to understand how
the power relations between the individual and group. For example, ISIL-inspired social media
exchanges and postings can represent self-empowerment, but also highlight the power of ISIL
recruitment strategies. Secondly, CDA can be described as all-encompassing in the sense that
one discourse is linked to another, allowing for the cross-fertilisation of thoughts and ideas (Philips
and Harley, 2004). In this regard, themes of identity in ISIL-inspired exchanges and postings are
representative of broader discourses such as the evolution of terrorism and power of collective
action.
An example from the study sample is a Tweet from Khaled Sharrouf’s case study:
“@AFP Media by the way you cowards I am running to my death I want martyrdom that’s
why I am blessed u rock spiders” (Sharrouf, 2015).
In this case, an output represents a tweet which is then analysed using CDA to see whether the
meaning embedded in the text represents one or more of the seven mechanisms provided by
McCall and Simmons’ (1978) MoL framework using the definitions provided in Table 1.
The study also adopted the following methodological strategies to ensure the reliability and
credibility of this measure: the engagement of meticulous record keeping for consistency of results;
the provision of verbatim descriptions to support findings; and systematic documentation during
data collection, analysis and interpretation (Lincoln and Guba, 1985; Noble and Smith, 2015).
Despite being underutilised as a measure, McCall and Simmons (1978) MoL framework has been
identified as a reliable framework for measuring aspects of identity through negative emotions
arising from an identity being questioned (Burke, 2006; Kiecolt, and LoMascolo, 2003; Silveira, et
al., 2015; Stryker, 1994; Swann, 1990).

ISIL Identity Legitimation: Results and Discussion
Overall findings
From the findings, a few generalised points can be presented. Firstly, each mechanism was observed
throughout the study sample, and all case studies included at least three observed mechanisms.
This suggests that ISIL identities were readily legitimised through a variety of mechanisms, which
supports the aims of this study. Selective perception (2) and blaming others (4) were the most
common mechanisms evidenced in the data set, with all case studies observing these strategies. A
potential reason for this trend could be that both these mechanisms are regularly observed in ISIL
propaganda through their selective perception of the Koran and denouncement of the West (Stern
and Berger 2015). Considering the data set is comprised of ISIL-inspired outputs, ISIL recruiter
influence in each case study is a high possibility.
Some mechanisms were more prevalent than others. Selective Interpretation (3) and to Disavow
(5) were each only found once in the data set. Three reasons could explain this. Firstly, some case
studies had more publicly available exchanges and postings than others to analyse.[3] This raises the
[3] Exchanges and postings will also be referred to as “outputs” as highlighted in Table 2.
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possibility that some mechanisms may not be captured as readily in the data set as others due to the
study sample size. Secondly, some platforms may enhance the amount of mechanisms observed in
outputs. Blogs, such as in Jake Bilardi’s case, offer more dialogue to address all mechanisms when
compared to an image or a “Tweet” that has a 140-character limit. Lastly, the number of outputs
analysed in each case study did not correlate to the amount of mechanisms observed. Rather, it
was the quality, length and type of output that determined the amount of mechanisms observed.
For example, despite Numan Haider’s case study having the least amount of available outputs,
his contributions provided lengthy, direct interaction with others which translated to a variety of
mechanisms to legitimise his role identity. [4]

Table 2 Data matrix of each case study and their observed mechanisms.

Mechanisms of Legitimation
Below is an in-depth CDA analysis of each mechanism and their associated case studies. Mechanisms
representing similar characteristics have been grouped together to highlight their interconnection.
Following a brief explanation of the mechanism, each case study with the best output examples of
the observed mechanism are discussed. The observed outputs were then analysed for ISIL recruiter
influence.

Short-Term Credit (1)
Short-term credit refers to “an identity that is not being supported but is temporarily accepted
by others because of the support received from previous identities” (Stets and Burke 2010, p.43).
Actors essentially draw upon a line of credit they have earned from prior identity support to “ride
out” a current, unsuccessful role performance (Stets and Burke 2010, p.43). This mechanism was
displayed in both Abdullah Elmir’s and Numan Haider’s case study. Numan Haider’s case study
provided the best example of the short-term credit mechanism through his exchanges on Facebook.
Haider’s case also offered the smallest amount of data to analyse with only six ISIL-inspired outputs.
[4] Direct social interaction refers to conversations between the case studies and other individuals through social media.
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However, his analysed social media activity provided important accounts of his interaction with
others revealing the short-term credit mechanism. On the 18th of September 2014, Haider posted
a picture of himself wearing a balaclava and holding the ISIL flag (Haider, 2014). In response to
this photo, a friend of his commented, “So what now? You killing Shias too?” This comment can
be seen as the point at which Haider’s identity is threatened, triggering the response from him
“if necessary”, which was then quickly followed up with “Kb dw bro im not gonna kill you” which
received two “likes”.[5] Haider’s friend then replied with “HAHAHAHHA” (Haider, 2014).
This ISIL-inspired dialogue is an example of the short-term credit mechanism as his Facebook friends
temporarily support his new role identity with ISIL through both liking his comments and laughing
at his reassurance that he will not kill his friend. It can be suggested that Haider’s prior line of credit
earned from his friend allows him to “ride out” his current unsuccessful role performance (Stets
and Burke, 2010, p.44). This conversation displays elements of ISIL recruiter influence through his
dehumanisation of the out-group, Shias in this case (Miller, 2013). By ascribing to ISIL’s worldview,
he is able to justify killing anyone who does not adhere to ISIL’s belief system through labels of
‘good’ and ‘evil’ (Yusoufzadi and Emmerling, 2017).
Another example of short-term credit is Abdullah Elmir’s posts on Facebook. Elmir’s case study was
more varied in content and platforms than Haider’s, providing both Facebook and Twitter posts as
well as YouTube videos to analyse. In late 2014, Elmir posted the following message on Facebook:
“To my brothers and sisters back in Tony Abbott’s caliphate of Western decadence. Does
anyone wanna buy a heavily discounted camping ticket for the Byron Falls festival? I’m
not going to be able to make it L” (Elmir, 2014a).
Through this comment, he appears to be referencing his new role identity as an ISIL terrorist due to
the fact that he had travelled to ISIL-controlled territories by that time (Welch, 2014). In response
to this post, a friend of Elmir’s threatened his new role identity by replying, “bro were the fuk
r u?”. This was quickly followed by the comment, “How much? my bro might be keen” (Elmir,
2014a). Similar to Haider’s interaction online, short-term credit seems applicable here as Elmir’s
friends initially challenged his role identity, but temporarily accept the change by responding to
his original question. Through this mechanism, Elmir’s post also displays elements of ISIL influence,
as his criticism of the West as “decadent” is consistent with ISIL’s ideological denouncement of
Western culture (Bunzel, 2015; Pelletier, et al., 2016). Additionally, there appears to be a trace of
ISIL recruiter influence in Elmir’s post, as he posted about his absence from the festival and did not
reply to his friend regarding his whereabouts.

Selective Perception (2) and Selective Interpretation (3)
Selective perception refers to “attending to cues that support an identity and avoiding cues that do
not support an identity” (Stets and Burke 2010, p.44). All five case studies displayed this mechanism
through their outputs, but the best example in the data set is evidenced by Jake Bilardi. This
case study provided ten posts and exchanges that highlighted mechanisms of legitimation. The
most salient of these for selective perception, was his blog entry, From Melbourne to Ramadi: My
Journey:
“As I read through the Qur’an, I couldn’t help but make strong associations between
the speech of Allah (azza wa’jal) and the chaotic scenes around the world today... It was
my conversations with brothers from the State online though that began getting me to
[5] A “like” refers to the thumbs up emoji in Facebook showing support for a comment (Emojipedia 2010).
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question my view of the organisation and the stories I had heard about it. As the Islamic
State began to expand, seizing the cities of Raqqah, Fallujah, Mosul, Tikrit and others,
Allah (azza wa’jal) Himself exposed the lies of the liars and humiliated the enemies of
the State, a clear sign that they were upon the truth. Slowly but surely, I would come to
love the State, recognising that they are the only people in the region establishing the
Islamic system of governance, providing services for the people and most importantly
they possess a sound aqeedah and manhaj that has led to their correct and effective
implementation of the Sharia” (Bilardi, 2015a).
Through this passage, we see that he has employed selective perception by attending to the cues
that support ISIL as an “Islamic system of governance” and avoiding cues (particularly Western)
that refer to it as a terrorist organisation (Bilardi 2015a). What is interesting about his blog is the
self-reflective thinking that gives an in-depth insight into the legitimation process of his new role
identity. As seen above, many posts in the data set reveal selective perception by referencing
excerpts of the Koran in order to support their ISIL identity, while avoiding passages that do not.
A common quote highlighting this mechanism was, “know that paradise is under the shade of
swords” (Bilardi, 2015a; Elmir, 2015; Sharrouf, 2014a). According to Khouwaga Yusoufzai and
Franziska Emmerling (2017), Islamism provides a clearly prescriptive “black-and-white worldview”
that eliminates uncertainty for Western Muslims battling with their identity. In this way, it could be argued
that Bilardi’s output is highlighting ISIL recruiter influence by legitimising his new role identity
through violent interpretations of Islam.
Another example of selective perception is evidenced through a YouTube video in late 2014 where
Elmir sends a threat to Western political leaders:
“To the leaders, to Obama, to Tony Abbott, I say this: these weapons that we have, these
soldiers, we will not stop fighting. We will not put down our weapons until we reach your
lands, until we take the head of every tyrant and until the black flag is flying high in every
single land, until we put the black flag on top of Buckingham Palace, until we put the
black flag on top of the White House.” (Elmir, 2014b).
The emotionally charged delivery in this video points to Elmir’s identity being threatened by
Western political powers. Through the depiction of Western political leaders as “tyrants” and the
reference to the black flag “flying high in every single land”, he is engaging in selective perception
to legitimise his ISIL identity. Additionally, the imagery of armed ISIL fighters congregated together
with flags chanting “Takfir” in response to Elmir’s words also highlights a collective agency engaging
in selective perception (Elmir, 2014b).[6] Many scholars have highlighted the significance of YouTube
as a platform for jihadist groups and their supporters to disseminate propaganda (Farwell, 2014;
Veilleux-Lepage, 2016; Winter, 2016). This video appears to highlight how ISIL propaganda can
use YouTube to convey MoL. Combining his words, collective agency, and the platform utilised in
this video, it could be argued that ISIL recruiters have directly influenced the selective perception
mechanism in this output.
In some outputs, rather than disregarding cues that do not support an identity, ISIL-inspired messages
have interpreted cues to be supportive when they are not intended to be (Stets and Burke, 2010).
Known as a selective interpretation (3), only one case study evidenced this mechanism, which could
be due to the limited number of direct social interactions within the study sample. This mechanism
can be viewed in the continuation of Haider’s post via Facebook on the 18th of September 2014.
Following the short-term credit he received, two friends appear to reject Haider’s role identity.
[6] Takfir is a term referring to a Muslim who accuses another Muslim of apostasy (Esposito 2013).
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Haider’s first friend replies, “Do you purposely want to get raided or what?” (Haider, 2014). In
response to killing Shias, his second friend replies, “I’m not saying you are, i’m trying to say isn’t
that what this group is doing atm”. He then responded with:
“What group are you talking about exactly? I haven’t mentioned groups or “terrorist”
organisations, I support Taliban 100% because by Australian Law they are not a “terrorist”
organisation” (Haider 2014).
Haider evidences selective interpretation by appearing not to understand his second friend’s
negative cue and then preceding to discuss his beliefs, despite posting a picture of himself bearing
the ISIL flag. There is also an overlap between perception and interpretation in this exchange. By
stating that he has not referred to “terrorist” organisations but he supports the “Taliban 100%”,
he is using selective perception by avoiding terrorist labels while supporting ISIL’s goals (Haider,
2014). This cryptic response could be to avoid law enforcement detection while still validating his
role identity with ISIL. Further evidence of selective interpretation is shown when he interprets
these negative cues as supportive of his identity by using inclusive language to provide a more
generalised narrative of Western aggression towards Islam:
“Let’s not put the focus on other things, the main message I’m sending with these statuses
and photos is to the dogs AFP and ASIO who are declaring war on Islam and Muslims,
ASIO go fist each other up the ass” (Haider, 2014)
This comment marked the end of the discussion thread and received nine “likes” suggesting
that through a process of both selective and interpretation perception, Haider has successfully
interpreted negative cues towards his identity as positive (Haider, 2014). The hardened view he
espouses in these comments suggests a strengthening of his ISIL identity in response to the threat
posed by his friends. Research by Yusoufzai and Emmerling (2017) on Islamist terrorist behaviour has
highlighted that individuals tend to harden their views and convictions when faced with uncertainty.
Putting these two things together, it could be suggested that utilising both selective perception
and interpretation allowed him to validate his role identity with ISIL, while remaining covert enough
to avoid prosecution. Through this logic, the influence of ISIL recruiters becomes apparent when,
upon Haider’s death, ISIL recruiter Prakash congratulated Haider on his martyrdom despite the
Australian government confiscating his passport (Prakash, 2015a). Similar to the interrelation
between selective perception and selective interpretation, the mechanisms of blaming others and
disavowing will be explained below.

Blaming Others (4) and Disavowing (5)
The mechanism of blaming others (4) refers to criticising others for lack of support regarding a new
identity or not confirming identities altogether (Stets and Burke, 2010). All case studies evidenced
this mechanism but in two primary ways. Either by blaming the West and non-Muslims for trying
to destroy ISIL, or by blaming Muslims for their lack of ISIL support. Khaled Sharrouf’s case study
prominently displayed this mechanism in seven out of the thirteen outputs analysed. Primarily
through Twitter, he targeted Western governments and their agencies through posts such as:
“@AFP Media blow myself up is because I love to slaughter use & ALLAH LOVEs when u
dogs r slaughtered” (Sharrouf, 2014b)
“@AFP Media by the way you cowards I am running to my death I want martyrdom that’s
why I am blessed u rock spiders” (Sharrouf, 2014c)
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In both these posts, Sharrouf’s group and role identity appears to be threatened by Western
agencies, in this case the Australian Federal Police (AFP). In order to legitimise his ISIL identity,
he appears to attack the AFP with derogatory terms such as “dogs” and “rock spiders” while
highlighting his religiosity through “ALLAH” and “martyrdom” (Sharrouf, 2014b; Sharrouf, 2014c).
These prescribed labels in Sharrouf’s Twitter posts highlight how perceived injustices and attacks on
Islam can generate resentment toward Western society (Abdel-Fattah, 2017; Murshed and Pavan,
2011). Terrorist groups such as ISIL use these types of grievances to recruit individuals to their
cause (Ingram 2017; Stern and Berger, 2015). In fact, negative sentiment towards the Australian
police was widespread throughout the data set as three case studies referred to the AFP as “dogs”
(Bilardi, 2015b; Haider, 2014; Sharrouf, 2014b). Through the repetition of this reference in the data
set, it could be argued that the case studies are using this term due to their influence from ISIL
recruiters. Other posts showing Sharrouf and his sons behind ISIL flags and holding the heads of
“kuffar” (non-Muslims), also highlights ISIL’s influence in shaping this blame towards non-Muslims
(Sharrouf, 2014d).
Blaming others was also used in the data set to criticise Muslims for their lack of support (Elmir,
2014b; Prakash, 2015a). The case study of Neil Prakash provided eleven outputs to analyse. Many
of these were more transactional in nature, offering technical advice to those looking to travel
to ISIL-controlled territory (Prakash 2015b). However, an excerpt from Prakash’s YouTube video
entitled The Story of Abu Khaled – Al Cambodi from Australia (2015), produced by al-Hayāt Media
Centre, evidences this mechanism:
“I also send a message to my brothers of Islam in Australia, now is the time to arrive,
now is the time to wake up, now is the time to rush for what Allah has promised you! You
must start attacking before they attack you, look at how many of your sisters have been
violated. All I hear on the news in Australia is that this sister was hurt, that this sister’s hijab
was ripped off. But no, brothers are sitting, and I ask brothers, when is the time that you
are going to rise up and attack them for attacking you?” (Prakash, 2015a).
Through his twelve-minute message, it can be suggested that Prakash is criticising Australian Muslims
for their lack of support in confirming his new role identity. This is shown through his remarks that
“brothers are sitting” despite “sisters” being attacked (Prakash, 2015a). Through this rhetoric, it is
observable that his use of this mechanism is different to Sharrouf’s. While Sharrouf blames the West
through sporadic and aggressive Twitter Posts, Prakash blames Muslims for inaction by building
a narrative and context through his YouTube videos. Prakash’s more calculated approach could
suggest that he is not only legitimising his ISIL identity, but is using it as a recruitment tool for ISIL.
Strengthening this argument is Prakash’s reputation as a prominent ISIL recruiter (Zammit, 2017).
In 2016, the Australian government identified him as “actively involved both in recruitment and in
encouraging of domestic terrorism,” making it clear that ISIL has influenced Prakash’s use of MoL
in this output (Zammit, 2017, p.26).
Interwoven into this narrative is the disavowal mechanism. Disavowing (5) an identity refers to
denying responsibility for an identity by revealing alternative intentions (Stets and Burke 2010).
This mechanism was only displayed once throughout the data set. Once again, Prakash was the
instigator of this mechanism. In the following excerpt from the same video, he highlighted how he
came to follow ISIL:
“As spoke to a Muslim and he said, why are you following the religion of buddism? I
said because my family is. He said, well that is not a reason to stay somewhere, you
should keep searching…I just want to say to you before me here, I was idle. And by the
will of Allah the Islamic State destroyed this idle.” “I turned to Allah and I asked him,
Contemporary Voices, Volume 1, Issue 2 - April 2019

14

Allah please guide me towards the group that will bring you victory. He said, ad-Dawla.”
(Prakash, 2015a).
When pairing this statement to the disavowal mechanism, Prakash appears to deny responsibility
for his old Buddhist identity by stating that he was “idle” before Islam and only followed Buddhism
because of his family. Building on this point, Prakash explains that through “Allah” his “journey
began” to ISIL. Facilitating Prakash’s disavowal of his previous Buddhist identity are the multiple
camera angles, montages, and slow-motion action shots during this excerpt (Prakash, 2015a).
Scholars have highlighted that high-quality imagery from al-Hayāt Media Centre helps to legitimise
ISIL’s identity and promote its state-building ambitions (Saltman and Winter, 2014; Veilleux-Lepage,
2016). Acknowledging these factors, Prakash’s disavowal of his previous Buddhist identity in this
statement also highlights ISIL recruiter influence through his pro-ISIL narrative: if you are lot or idle,
Allah will guide you to ISIL for fulfilment.

Switching Identities (6) and Withdrawing (7)
In some instances, individuals will switch to an alternative identity in order to avoid further negative
emotions from an identity threat (Stets and Burke, 2010). This mechanism was highlighted in two
of the five case studies: Prakash and Bilardi. Through Bilardi’s blog entry, we can observe the logic
that convinced him to adopt his new role identity in ISIL:
“Then things took a turn, something I did not fear as an Atheist but began to fear as
a Muslim, was supporting the mujahideen, convinced that I had been ‘radicalised’ by
violent terrorist organisations. So, what I can say is one of the most shameful periods
of my life, the research I had been doing all these years and the beliefs I had held so
strongly to despite no-one around me sharing them were thrown aside. “However, as
I read through the Qur’an, I couldn’t help but make strong associations between the
speech of Allah (azza wa’jal) and the chaotic scenes around the world today… Is this
not the reality of the kuffar today? Who claim to be helping to free the people while
doing nothing but increasing their suffering. As my realisation of this reality re-kindled my
previous views about global revolution, I began to truly understand what I had focused
on studying for more than five years, the motivation of the mujahedeen: The doctrine of
jihad and it’s superiority in Islam.” (Bilardi, 2015a).
Through this statement, Bilardi is discussing his identity switch from Atheism to Islam. The interesting
thing to note is that he appears to be aware of ISIL recruiter influence by stating that he had been
“radicalised by violent terrorist organisations”. Despite this claim, his next words suggest he sees
it as necessary to identify with ISIL in order to remove the negative emotions arising from the
“kuffar”. In his final passage, Bilardi appears to confirm his new role identity by proclaiming that he
“began to truly understand what I had focused on studying for more than five years, the motivation
of the mujahideen”. Through this mechanism, he separates old and new identities by associating
the “kuffar” with increased suffering, which he contrasts with the “motivation of the mujahedeen”
and superiority of Islam (Bilardi, 2015a). Indeed, many scholars have highlighted how “in-group”
identity is strengthened by highlighting “out-group” difference (Hogg, 2006, p.115). In relation
to ISIL, research has shown that propaganda readily glorifies the ummah while simultaneously
denouncing the out-groups through derogatory labels such as “apostate” (Christein, 2016; Ingram,
2017; Pelleter, et al., 2016). Through these understandings, it is evident that ISIL recruiter influence
has shaped Bilardi’s MoL.
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Prakash also provides an in-depth discussion of his progression to ISIL role identity in another
excerpt from The Story of Abu Khaled – Al Cambodi from Australia (2015):
“I started thinking deeper and started getting a lot of thoughts to myself. And the
thoughts were telling me why don’t you leave your religion and enter Islam. But then
other thoughts would come to me saying would you leave the religion of your forefathers
to follow something that is new and strange. My family took me to a trip of Cambodia, I
finally saw what the meaning of this religion was for me, and it didn’t make sense to me…
If anyone was to ask me three years ago and tell me I was living under Sharia amongst
Muslims I would tell them they’re crazy, but by the mercy of Allah look what he has
planned for me, he can plan this for you too, all you have to do is put to do is put your
trust in him.” (Prakash, 2015a).
It appears that his trip to Cambodia was the tipping point for his identity to switch to Islam. Research
has highlighted the difficulty of balancing separate identities with different cultures and belief
systems (Maalouf, 2011; Meuus, 2015). This is especially prevalent in second and third-generation
Australians that have interrelationships between cultural and inherited ethnic identities (Asghari-Fard
and Hossain, 2017). This excerpt suggests that he entered ISIL to remove the negative emotions
arising from his lost faith in Buddhism. Compared to Bilardi’s blog, Prakash’s highly produced video
,complete with visual montages and nasheeds[7], suggests that ISIL’s influence was much more
direct in Prakash’s output. This is shown in the final sentence when he uses his personal narrative of
identity to rally others to ISIL, “Allah, look what he has planned for me, he can plan this for you too,
all you have to do is put to do is put your trust in him” (Prakash, 2015a).[8] Through this sentence,
we can see the importance of ISIL in shaping Prakash’s identity. In turn, once an individual switches
identity, it is likely that they will withdraw altogether.
Thus, the last mechanism discussed by McCall and Simmons (1978, cited in Stets and Burke, 2010) is
to withdraw (7) oneself from interactions that threaten an identity. Three out of the five case studies
addressed this mechanism, all with similar themes referring to leaving the West to be purified by
Islam (Bilardi, 2015a; Elmir, 2014b; Sharrouf, 2014e). This similar ideology in all three case studies
suggests ISIL recruiters have influenced these outputs. Both Sharrouf and Bilardi evidenced this
mechanism but approached their articulation in different ways. Sharrouf sought to blame Australian
society for forcing him to leave:
“We live better than we lived in our country” ... “@AFP Media u can’t stop and trust me
if I wanted to attack aus I could have so easily I chose to leave as a Muslim”. (Sharrouf,
2014e).
In the first sentence, it can be argued that he is comparing the Caliphate to Australian society,
believing that life with ISIL is better. Associated with this post, was an image of an armed Sharrouf
in front of a BMW and an ISIL Flag. Applying MoL, it could be suggested that he is articulating
that his old life no longer threatens his Muslim identity because he has withdrawn from it. It could
also be argued that he believes ISIL life is better due to his wealth, weapons and cause. This
reasoning is consistent with ISIL’s media strategy of promoting both material and ideological wealth
in order to appeal to and recruit from diverse audiences (Farwell 2014; Saltman and Winter, 2014).
Through political rhetoric that mixes ideological goals with ancient Islamic texts, ISIL has laced their
traditional religious zeal with interpretations that resonate with today’s jihadist movement (Bunzel,
[7] Prakash, N. (2015a). The Story of Abu Khaled – Al Cambodi from Australia. Available at: https://jihadology.net/2015/04/21/al-%E1%B8%A5ayatmedia-center-presents-a-new-video-message-from-the-islamic-state-stories-from-the-land-of-the-living-abu-khalid-al-kambudi/(Accessed: 19 May
2018).
[8] Ibid.
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2015; Stern and Berger, 2015). Through this logic, ISIL recruiters have influenced his withdrawal by
catering towards an interest in material goods as well as practising Islam.
The second part of Sharrouf’s post expands on his initial point by suggesting that he was forced to
leave Australia in order to practice Islam because of the oppression of Western governments and
agencies like AFP. Once again, he is highlighting how he was forced to withdraw from his Australian
identity as his Muslim identity was being threatened. The interesting point here is his emphasis on
personal agency in the last sentence. While he admits he has joined ISIL, he also communicates
to the AFP that it was of his own volition to leave without attacking Australia (Sharrouf, 2014e).
This personalisation of an ISIL-inspired post can be referred to as the “symbiosis between the
propagandist and the propagandee”, where users are also co-producers, facilitating jihad by
personalising and publishing experiences (Winter, 2016, p.15).
Imran Awan (2017, p.138) refers to this personalisation process as “the virtual playground for
extremist views”, whereby individuals can share their own unique interpretation of Jihad to the
cyber world. Terrorist groups such as ISIL allow these interpretations, thus providing a platform for
Sharrouf to legitimise his identity, air grievances, and incite jihad.
Contrastingly, Bilardi’s (2015a) reasons for withdrawing seem to extend from a desperation to leave
Australian society and a yearning to live in ISIL-controlled territory. From an excerpt in his blog, he
provides a detailed account of this:
“I was growing tired of the corruption and filthiness of Australian society and yearned
to live under the Islamic State with the Muslims. I now had the determination to finally
remove myself from this land. I continued my search for a contact, even at one point
considering simply crossing the border alone without any assistance. Finally, I made
contact with a brother online who promised to bring me across the border, it was a risky
decision to trust someone online but I was desperate to leave and was confident the
brother was genuine.” (Bilardi, 2015a).
Through this excerpt, his negative emotions appear to arise from “the corruption and filthiness” of
Australian society threatening his role identity with ISIL (Bilardi, 2015a). Bilardi describes at length
the withdrawal mechanism through his desperation to leave Australia and “live under the Islamic
State with the Muslims”. It could be argued that his desperation to leave Australia was because
he had already withdrawn from his old identity due to his deep research into Islam for ‘more than
five years’. Buril (2016, p.2), describes cases like Bilardi’s as “born-again Muslims”, who have a
“desperate need to please God after years of neglect”. ISIL utilises these newfound religious
experiences as recruitment tools to channel beliefs into the goals of the organisation (Buril, 2016;
Ingram, 2017; Pelletier, 2016). Further ISIL recruiter influence is observed when he describes making
“contact with a brother online” (Bilardi, 2015a). Unlike other outputs in the data set, this passage
provides us with a first-hand account of how an ISIL recruiter facilitated Bilardi’s withdrawal out of
his old Australian identity.

Limitations
The findings of this study must also be considered in the context of their limitations. Firstly, a
limitation of using MoL was the inability to work directly with respondents through structured
methods, such as interviews, to measure human responses to interaction (Amarasingam and
Dawson, 2017; Dawson, 2018). Another issue is that identity-based theories can lack a distinction
between ‘individual’ or ‘group’ psychology (Jenkins, 2004). These limitations were countered by
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using the qualitative interpretative qualities of CDA to develop key themes centred on the data set.
Additionally, case studies narrowed the breadth of discourse to analyse, making the analysis more
manageable. Although beneficial for this study, CDA endures some limitations. Firstly, discourse
analysis lacks consistency in the collation of data, making information difficult to quantify. Indeed,
Powers (2001, p.64) explains that findings are subject to the researcher’s qualitative analysis, thus
generalisations with other discourses affect measurability. Furthermore, the impartiality of discourse
can limit analysis as topics are inextricably linked to wider social practices. As Neta Crawford (2004,
p.24) notes, discourse analysis can only ever be a partial representation of a wider social practice.
Therefore, the analysis of Islamic texts can create issues for CDA as the language used spans multiple
discourses, causing misinterpretation. James Gee and Michael Handford (2013) discuss how the
analysis of language can present issues for researchers, such as misinterpretation of metaphors and
their use in discourse. To counter these limitations, MoL should reduce inconsistencies by providing
a conceptual framework for CDA to work through.

Implications for further research
Due to the generalisability of the MoL framework, future research could apply these findings to the
broader terrorist network of actors, such as Al Qaeda. Furthermore, due to the interdisciplinary nature
of identity studies, this research can be enhanced through contributions from other fields (Côté,
1996; Schwartz, 2005). For example, sociological and criminological perspectives could increase our
understanding of ISIL-inspired social media postings and exchanges by young Australian Muslim
men. Finally, this study focused solely on Australian Muslim men; therefore, investigation into ISILinspired Australian Muslim women could be an avenue for future research and highlight whether
there are gender-specific links between ISIL recruitment and identity on social media (Dawson,
2018).

ISIL Recruiters as Social Media Influencers
Through the application of McCall and Simmons’ MoL framework (1978 cited in Stets and Burke,
2010) this paper aimed to highlight how young Australian Muslim men inspired by ISIL view
themselves; how they believe they are viewed by others; and how negative discourses on Islam
can affect their identity construction. As a result, this study achieved this aim by offering a unique
insight into ISIL radicalisation from the perspective of the ‘recruited’. Through these perspectives,
the second objective of assessing the importance of ISIL recruiter influence in shaping the identity
of young Australian Muslim men on social media was also achieved. Critical discourse analyses
of the data set revealed that all seven mechanisms were observed in the social media exchanges
of radicalised young Australian Muslim men. The mechanisms selective perception and blaming
others were observed in all five case studies, which may reflect ISIL recruiter influence in each case
study. It was also found that some mechanisms were not observed as frequently, possibly due to the
small sample size; the limitations of the social media platform used (e.g. word limited posts versus
video posts); or the quality of the social media exchange (e.g. direct versus indirect interaction with
others) which are likely to have impacted on the mechanisms used to legitimise role identity.
Thirdly, this paper aimed to develop a better understanding of how ISIL-inspired exchanges and
posts provide examples of ISIL recruiter influence. Analysis of the data set provided insight into
the variety of ways identity is shaped through ISIL. Through the application of MoL, the most
common mechanisms, such as selective perception and blaming others, shared strong links with
ISIL’s ideology. For less common mechanisms, direct social interaction such as in Numan Haiders
case study, offered rich insight into ISIL’s influence. Descriptions of personal agency, such as in
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Sharrouf’s case study, and first-hand accounts of ISIL recruitment in Bilardi’s, provided examples
of the multiple ways mechanisms could be articulated. Lastly, this study highlights the important
role that psychology continues to play in understanding terrorism and the need for its greater
application in the field (Horgan, 2004; Lynch, 2018; Taylor, Roach and Pease, 2015). Therefore, by
applying McCall and Simmons’ MoL (1978) framework, this study provides more clarity on ISIL’s role
in influencing the identity of young Australian Muslim men. With additional comparative analysis
into how other jihadists groups influence the identity of young Australian Muslim men on social
media, it may be possible to generalise these conclusions to other jihadist organisations. Further,
broadening the application of MoL to ISIL-inspired social media posts from both genders and
various countries would be useful in providing a broader picture of how ISIL recruiter influence is
permeated through social media activity.

About the authors
Ben Caló is a PhD Candidate at Monash University’s Global Terrorism Research Centre (GTReC),
and former Intelligence Practitioner for the Victorian State Government.
Eliza Hartley is a provisional psychologist and Doctoral Candidate at Deakin University’s School of
Psychology.

Contemporary Voices, Volume 1, Issue 2 - April 2019

19

References
Abdul-Alim, J. (2015). ISIS manifesto spells out roll for women. Available at http://www.theatlantic.
com/education/archive/2015/03/isismanifesto-spells-out-role-for-women/387049/ (Accessed 28
June 2015).
Abdel-Fattah, R. (2017). Islamophobia and Australian Muslim political consciousness in the war on
terror. Journal of Intercultural Studies, 38(4), 397-411. https://doi.org/10.1080/07256868.2017.13
41392
Akbarzadeh, S. and Saeed, A. (2001). Muslim Communities in Australia. Sydney: UNSW Press.
Al Raffie, D. (2013). Social identity theory for investigating Islamic extremism in the diaspora. Journal
of Strategic Security, 6(4), 64-91. http://dx.doi.org/10.5038/1944-0472.6.4.4
Aly, A. (2007). Australian Muslim responses to the discourse on terrorism in the Australian popular
media. Australian Journal of Social Issues, 42(1), 27-40. doi: 10.1002/j.1839-4655.2007.tb00037.x
Asghari-Fard, M. and Hossain, S. Z. (2017). Identity construction of second-generation
Iranians in Australia: Influences and perspectives. Social Identities, 23(2), 126-145. doi:
10.1080/13504630.2016.1207515
Awan, I. (2017). Cyber-extremism: Isis and the power of social media. Society, 54(2), 138-149.
Bachelard, M., Bourke, L. and Spooner, K. (2015). Teen jihadi Jake Bilardi was preparing to bomb
Melbourne. Available at https://web.archive.org/web/20151219165524/http://www.theage.com.
au/victoria/teen-jihadi-jake-bilardi-was-preparing-to-bomb-melbourne-20150312-142lwy.html
(Accessed 21 February 2018).
Bakker, E. (2011). Characteristics of jihadi terrorists in Europe (2001-2009): Jihadi terrorism and the
radicalisation challenge. European and American experiences. Furnham: Ashgate Publishing.
Berger, J. and Morgan, J. (2015). The ISIS Twitter census defining and describing the population of
ISIS supporters on Twitter. Washington D.C: The Brookings Institution.
Berger, J. and Stern, J. (2015). ISIS state of terror. New York: Harper Collins.
Bilardi, J. (2015a). From the eyes of a Muhajid. Available at http://webcache.googleusercontent.
com/search?q=cache:RmUNZx-DPwgJ:https://fromtheeyesofamuhajir.wordpress.com/tag/
melbourne/ (Accessed 12 April 2018).
Bilardi, J. (2015b). Twitter post. Available at https://themuslimissue.wordpress.com/2014/12/27/
australia-keep-going-martin-place-was-just-the-beginning-for-you-dogs/ (Accessed 12 April 2018).
Bouma, G. D. (2016). The role of demographic and socio-cultural factors in Australia’s successful
multicultural society: how Australia is not Europe. Journal of Sociology, 52(4), 759-771.
Bunzel, C. (2015). From paper state to caliphate: The ideology of the Islamic State. Washington
D.C.: Centre for Middle East Policy at Brookings.
Buril, F. (2017). Changing God’s expectations and women’s consequent behaviours – How ISIS
manipulates ‘divine commandments’ to influence women’s role in jihad. Journal of Terrorism
Research, 8(3), 1-10. http://doi.org/10.15664/jtr.1363

Contemporary Voices, Volume 1, Issue 2 - April 2019

20

Burke, P. J. (2006). Identity change. Social Psychology Quarterly, 69(1), 81-96. doi:
10.1177/019027250606900106
Catanzaro, R. (1991). The Red Brigades and left-wing terrorism in Italy. London: Bloomsbury
Continuum.
Cherney, A. and Murphy, K. (2016). Being a ‘suspect community’ in a post 9/11 world: The impact
of the war on terror on Muslim communities in Australia. Australian & New Zealand Journal of
Criminology, 49(4), 480-496. doi: 10.1177/0004865815585392
Christien, A. (2016). The representation of youth in the Islamic State’s propaganda magazine Dabiq.
Journal of Terrorism Research, 7(3), 1-8. doi: http://doi.org/10.15664/jtr.1201
Côté, J. (2006). ‘Identity studies: How close are we to developing a social science of identity? An
appraisal of the field. Identity, 6(1), 3-25. https://doi.org/10.1207/s1532706xid0601_2
Counter Extremism Project (2018). Khaled Sharrouf. Available at https://www.counterextremism.
com/extremists/khaled-sharrouf (Accessed 21 February 2018).
Crawford, N. C. (2004). Understanding discourse: a method of ethical argument analysis. Qualitative
Methods, 2(1), 22-25.
Crenshaw, M. (1983). Terrorism, legitimacy, and power: The consequences of political violence.
Middletown, CT: Wesleyan University Press.
Dawson, L, L. (2018). Sketch of a social ecology model for explaining homegrown terrorist
radicalisation. The International Centre for Counter-Terrorism – The Hague, 8(1), 1-15. doi:
10.19165/2017.1.01
Dawson, L.L. and Amarasingam, A. (2017). Talking to foreign fighters: Insights into the motivations
for Hijrah to Syria and Iraq. Studies in Conflict & Terrorism, 40(3), 191-210. https://doi.org/10.108
0/1057610X.2016.1274216
Elmir, A. (2015). Twitter post. Available at http://www.dailymail.co.uk/news/article-3351921/
Australia-s-Ginger-Jihadi-Abdullah-Elmir-British-schoolgirl-wife-Amira-Abase-return-threaten-cuthands-people-opposed-ISIS.html (Accessed 19 May 2018).
Elmir, A. (2014). YouTube clip. Available at https://www.theguardian.com/world/video/2014/oct/22/
australian-teen-abdullah-elmir-isis-video (Accessed 19 May 2018).
Elmir, A. (2014). Facebook post. Available at https://www.pedestrian.tv/news/missing-aussie-teenappears-in-is-video-calls-out-tony-abbott/ (Accessed 19 May 2018).
Esposito, J. (2003). The Oxford handbook of Islam and politics. Oxford: Oxford University Press.
Farwell, J. (2014). The media strategy of ISIS. Survival, 56(6) 49–55. doi: 10.1080/00396338.2014.985436
Gilley, B. (2012). State legitimacy: An updated dataset for 52 countries. European Journal of Political
Research, 51(5), 693-699. doi: 10.1111/j.1475-6765.2012.02059.x
Haider, N. (2014). Facebook post. Available
php?id=100008225881541 (Accessed 19 May 2018).

at

https://www.facebook.com/profile.

Contemporary Voices, Volume 1, Issue 2 - April 2019

21

Haykel, B. (2015). Bernard Haykel on the threat of returning ISIS fighters. Available at http://www.
lowyinterpreter.org/post/2015/03/15/Quick-comment-Bernard-Haykel-on-the-threat-of-returningISIS-fighters.aspx (Accessed 21 September 2015)
Hogg, M. A. and Reid, S. A. (2006). Social identity, self‐categorization, and the communication of
group norms. Communication theory, 16(1), 7-30. doi: 10.1111/j.1468-2885.2006.00003.x
Hopkins, L. (2011). A Contested identity: Resisting the category Muslim-Australian. Immigrants
& Minorities: Historical Studies in Ethnicity, Migration and Diaspora, 29(1), 110-131. doi:
10.1080/02619288.2011.553139
Horgan, J.G. and Horgan, J. (2004). The psychology of terrorism. London: Routledge.
Hoskins, A., Akil, A. and O’Loughlin, B. (2009). Legitimising the discourses of radicalisation: Political
violence in the new media ecology. Wiltshire: The Economic and Social Research Council.
Ingram, H. (2017). The strategic logic of Islamic State information operations. Australian Journal of
International Affairs, 69(6), 729-752. doi: 10.1080/10357718.2015.1059799
Jenkins, R. (2004). Social identity, 2nd ed. London: Routledge.
Kabir, N. (2013). Muslims in Australia. London: Taylor and Francis.
Kabir, N. (2011). A Study of Australian Muslim youth identity: The Melbourne case. Journal of
Muslim Minority Affairs, 31(2), 243-258. doi: 10.1080/13602004.2011.583518
Kiecolt, K. J. and LoMascolo, A. F. (2003). Roots of identity. In P. J. Burke, T. J. Owens, R. T. Serpe
and P. A. Thoits (Eds.), Advances in identity theory and research. Springer, Boston: Springer, pp.
27-40.
Kfir, I. (2015). Social identity group and human (in)security: The case of Islamic State in Iraq and the
Levant (ISIL). Studies in Conflict & Terrorism, 38(4), 233-252. doi: 10.1080/1057610X.2014.997510
King, B. (2015). Islamic State: Australian teen Abdullah Elmir tried to infiltrate Sydney youth welfare
groups to recruit people, Bankstown worker says. Available at http://www.abc.net.au/news/2015-0616/sydney-teen-tried-to-recruit-people-to-is-says-youth-worker/6548612 (Accessed: 21 February
2018).
Klausen, J. (2015). Tweeting the jihad: Social media networks of Western foreign fighters in Syria
and Iraq. Studies in Conﬂict & Terrorism, 38, 1–22. doi: 10.1080/1057610X.2014.974948
Le Grand, C. (2016). Neil Prakash dead to family long before Mosul strike.
Available
at
http://go.galegroup.com.ezproxy.lib.monash.edu.au/ps/i.
do?&id=GALE|A451436780&v=2.1&u=monash&it=r\&p=AONE&sw=w (Accessed 21 February
2018).
Lincoln, Y. S. and Guba, E. G. (1985). Naturalistic inquiry. Beverly Hills, CA: Sage.
Lloyd Neubauer, I. (2014). A Teenage terrorism suspect is shot dead in Australia after attacking
police. Available at http://time.com/3423975/isis-australia-melbourne-police-terrorism-suspectabdul-numan-haider/ (Accessed 21 February 2018).
Lynch, O. (2013). British Muslim youth: Radicalisation, terrorism and the construction of the other.
Critical Studies on Terrorism, 6(2), 241-261. doi: 10.1080/17539153.2013.788863
Contemporary Voices, Volume 1, Issue 2 - April 2019

22

Maher, S. and Carter, J. (2014). Analysing the ISIS ‘Twitter storm’. Available at http://warontherocks.
com/2014/06/analyzing-the-isistwitter-storm/ (Accessed 15 July 2018).
Malet, D. (2015). Loose agents or strategic delegation? Stochastic terrorism and political violence.
Annual Conference of the International Studies Association, March 26-29.
Malet, D. (2014). Our new era of crowdsourced terrorism. Available at http://www.abc.net.au/
news/2014-09-19/malet-our-new-era-of-crowdsourced-terrorism/5754818 (Accessed 10 March,
2018).
Maalouf, A. (2011). On identity. London: Random House.
McCall, G. J. and Simmons, J. L. (1978). Identities and interactions. New York: Free Press.
Melucci, A. (1995). The process of collective identity. Social Movements and Culture, 4, 41-63.
Meeus, W. (2015). Why do young individuals become jihadists? A theoretical account on radical
identity development. European Journal of Developmental Psychology, 12(3), 275-281. doi:
10.1080/17405629.2015.1024106
Mitha, K., Sheila, A. and Jaspal, R. (2017). Two cultures, one identity: formulations of Australian
Isma’ili Muslim identity. Contemporary Islam, 11(1), 41-60.doi: 10.1007/s11562-017-0382-x
Noble, H. and Smith, J. (2015). Issues of validity and reliability in qualitative research. EvidenceBased Nursing, 18(2), 32-35. http://dx.doi.org/10.1136/eb-2015-102054
Prakash, N. (2015a). The Story of Abu Khaled – Al Cambodi from Australia. Available at https://
jihadology.net/2015/04/21/al-%E1%B8%A5ayat-media-center-presents-a-new-video-messagefrom-the-islamic-state-stories-from-the-land-of-the-living-abu-khalid-al-kambudi/ (Accessed 19
May 2018).
Prakash, N. (2015b). Twitter posts, photograph. Available at https://www.counterextremism.com/
extremists/neil-prakash (Accessed 19 May 2018).
Pelletier, I.R., Lundmark, L., Gardner, R., Ligon, G.S. and Kilinc, R. (2016). Why ISIS’s message
resonates: Leveraging Islam, sociopolitical catalysts, and adaptive messaging. Studies in Conflict
& Terrorism, 39(10), 871-899.
Powers, P. (2001). The Methodology of Discourse Analysis. London: Jones & Bartlett Learning.
Rane, H., Ewart, J. and Abdalla, M. (2010). Introduction: Islam and the Australian news media. In J.
Ewart and M. Abdalla (Eds.), Islam and the Australian news media. Australia: Melbourne University
Press, pp. xiii–xviii.
Roose, J. (2016). Political Islam and masculinity: Muslim men in Australia. Hampshire: Palgrave
Macmillan.
Said, B. (2012). Hymns (Nasheeds): A contribution to the study of the jihadist culture. Studies in
Conflict and Terrorism, 35, 863-879. doi: 10.1080/1057610X.2012.720242
Safi, M. (2015). Radicalisation in Australia: Muslim leaders work to dissipate ‘fixation’ with Isis
among youths. Available at http://www.theguardian.com/world/2015/mar/10/radicalisation-inaustralia-muslim-leaders-work-to-dissipate-fixation-with-isis-among-youths#img-1 (Accessed 20
March 2015).
Contemporary Voices, Volume 1, Issue 2 - April 2019

23

Saltman, E. M., and Winter, C. (2014). Islamic State: The changing face of modern jihadism. Available
at http://www.quilliamfoundation.org/wp/wp-content/uploads/publications/free/islamic-state-thechanging-face-of-modern-jihadism.pdf (Accessed 19 May 2018).
Schwartz, S. J. (2005). A new identity for identity research: Recommendations for expanding and
refocusing the identity literature. Journal of Adolescent Research, 20(3), 293-308. https://doi.
org/10.1177/0743558405274890
Sharrouf, K. (2014a). Twitter post. Available at http://www.news.com.au/world/middle-east/
australian-terrorists-khaled-sharrouf-and-mohamed-elomar-share-extremist-views-supporting-isisthrough-twitter/news-story/12bc85adea3259c74c641430a58b4654 (Accessed 19 May 2018).
Sharrouf, K. (2014b). Twitter post. Available at http://www.dailymail.co.uk/news/article-2694512/
Terrorist-Khaled-Sharrouf-taunts-AFP-Australians-Twitter.html (Accessed 19 May 2018).
Sharrouf, K. (2014c). Twitter post. Available at http://www.dailymail.co.uk/news/article-2694512/
Terrorist-Khaled-Sharrouf-taunts-AFP-Australians-Twitter.html (Accessed 19 May 2018).
Sharrouf, K. (2014d). Twitter post, photograph. Available at http://www.dailymail.co.uk/news/
article-4794750/Twisted-tragic-life-Khaled-Sharrouf-s-dead-son-9.html (Accessed 19 May 2018).
Sharrouf, K. (2014e). Twitter post, photograph. Available at http://www.dailymail.co.uk/news/
article-2694512/Terrorist-Khaled-Sharrouf-taunts-AFP-Australians-Twitter.htm (Accessed 19 May
2018).
Siboni, G., Cohen, D. and Koren, T. (2015). The Islamic State’s strategy in cyberspace. Military and
Strategic Affairs, 7(1), 127-144.
Silveira, P. S., de Tostes, J. G. A., Wan, H. T., Ronzani, T. M. and Corrigan, P. W. (2018). The
stigmatisation of drug use as mechanism of legitimation of exclusion. In T. Ronzani (Ed.), Drugs and
social context. Cham: Springer, pp.15-25.
Sohrabi, H. and Farquharson, K. (2016). Social integration of Australian Muslims: A dramaturgical
perspective. Journal of Sociology, 52(2), 387-402. doi: 10.1177/1440783314562415
Speckhard, A. (2015). The hypnotic power of ISIS imagery in recruiting Western youth. International
Center for the Study of Violent Extremism: Research Report. Retrieved from http://www. icsve. org/
brief-reports/the-hypnotic-power-of-isis-imagery-in-recruiting-western-youth-2.
Sprinzak, E. (1998). The psychopolitical formation of extreme left terrorism in ademocracy: The case
of the Weathermen. In W. Reich (Ed.), Origins of terrorism: Psychologies, ideologies, theologies,
states of mind. Washington, DC: Woodrow Wilson Centre Press, pp. 65-85.
Stets, J. and Burke, P. (2000). Identity theory and social identity theory. Social Psychology Quarterly,
63(3), 224-237. doi: 10.2307/2695870
Stryker, R. (1994). Rules, resources, and legitimacy processes: Some implications for social conflict,
order and change. American Journal of Sociology, 99(4), 847-910.
Swann Jr, W. B. (1990). To be adored or to be known? The interplay of self-enhancement and selfverification. In E. T. Higgins and R. M. Sorrentino (Eds.), Handbook of motivation and cognition:
Foundations of social behaviour. New York, NY: Guilford Press, pp.408-448.

Contemporary Voices, Volume 1, Issue 2 - April 2019

24

Tajfel, H. and Turner, J. (1979). An integrative theory of intergroup conflict. The social psychology
of intergroup relations, 33(47), p.74.
Taylor, D. and Louis, W. (2003). Understanding terrorism: Psychosocial roots. Washington D.C.: APA
Publications.
Taylor, M., Roach, J. and Pease, K. (2015). Evolutionary psychology and terrorism. Oxon: Routledge.
Tran, C. and Quinn, L. (2015). Is the Ginger Jihadi dead? Australian ISIS fighter may have been
‘killed in a bombing raid’ ten weeks ago, officials say – just a day after a surge in activity on
social media accounts linked to him and his British wife. Available at http://www.dailymail.co.uk/
news/article-3352748/Ginger-Jihadi-Abdullah-Elmir-killed-bombing-raid-TEN-WEEKS-ago.html
(Accessed 21 February 2018).
Veilleux-Lepage, Y. (2016). Paradigmatic shifts in jihadism in cyberspace: The emerging role of
unaffiliated sympathisers in Islamic State’s social media strategy. Journal of Terrorism Research,
7(1), 36-51. http://doi.org/10.15664/jtr.1183
Vidino, L. (2009). Homegrown jihadist terrorism in the United States: A new and occasional
phenomenon? Studies in Conflict and Terrorism, 32(1),1-17. doi: 10.1080/10576100802564022
Voloder, L. (2015). The ‘mainstreaming’ of halal: Muslim consumer-citizenship in Australia. Journal
of Muslim Minority Affairs, 35(2), 230-244. doi: 10.1080/13602004.2015.1051753
Welch, D. and Dredge, S. (2017). Khaled Sharrouf, Australian terrorist, believed to have been killed
in air strike in Syria. Available at http://www.abc.net.au/news/2017-08-16/khaled-sharrouf-believedto-have-been-killed/8812600 (Accessed 21 February 2018).
Welch, D. (2014). Australian teenager Abdullah Elmir appears in Islamic State video threatening PM
Tony Abbott. Available at http://www.abc.net.au/news/2014-10-21/australian-is-fighter-threatenstony-abbott-in-video/5830040 (Accessed 21 February 2018).
Winter, C. (2016). An integrated approach to Islamic State recruitment. Barton, ACT: Australian
Strategic Policy Institute.
Woodlock, R. (2011). Being an Aussie Mossie: Muslim and Australian identity among Australian-born
Muslims. Islam and Christian–Muslim Relations, 22(4), 391-407. doi: 10.1080/09596410.2011.606187
Yusoufzai, K. and Emmerling, F. (2017). How identity crisis, relative deprivation, personal
characteristics, and empathy contribute to the engagement of Western individuals in islamist
terrorist behaviour. Journal of Terrorism Research, 8(1), 68-80. http://doi.org/10.15664/jtr.1292
Zammitt, A. (2017). Australian jihadism in the age of the Islamic State. CTC Sentinel, 10(3), 23-30.

Contemporary Voices, Volume 1, Issue 2 - April 2019

25

